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As our use of technology and reliance on digital 
tools in our daily lives increases, rates of cybercrime 
have grown as well. In fact, the FBI reported that 
$6.9 billion was lost to internet crime in 2021, up 
68% from $4.1 billion in 2020. 

But unfortunately, one age group experiences 
significantly higher rates of digital crime than 
any other: adults over 60. In fact, in 2021, older 
Americans reported nearly 100,000 complaints 
costing them $1.7 billion — a 74% increase since 
2020.1 The average amount lost per victim was 
nearly $20,000, with more than 3,000 losing more 
than $100,000. 

In this guide, consumer online safety company 
Aura provides an overview of why internet crime 
disproportionately impacts older Americans, as well 
as how seniors, their caregivers and loved ones 
can better protect their finances and families from 
identity theft and fraud. 

Older Adults are at Higher 
Risk of Digital Threats

2020 2021

$4.1B

$6.9B

Internet crime increased 
68% from 2020 to 2021 

Introduction Common Scams Proactive Protection

Cyberattacks are the fastest growing 
crime in the U.S., and are increasing in 
size, cost & sophistication according to 
Cybersecurity Ventures.

https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf
https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
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5 Reasons for Older Adults’ Increased 
Risk of Digital Crime

Perhaps the most obvious reason that older Americans are targeted by 
cybercriminals is that they tend to have more money! According to most recent 
estimates, the older the person, the higher the net worth.2

Higher Net Worth01

In addition to financial wellbeing, research shows that older adults tend to be more 
trusting.3 Studies indicate that the evolution of older adults’ brain chemistry can 
make it difficult to sense people’s intentions.4 This can often translate to higher 
likelihood of trusting hackers posing as someone they might typically trust, and can 
result in falling victim to scams. Older adults with memory issues may also be unsure 
of who they’re talking to or who they should trust.

More Trusting02

An alarming 90% of elder abuse cases are committed by perpetrators known to 
the victim, with 60% of these being committed by relatives, and 30% by friends, 
neighbors or home care aids. Victims’ children are often able to cause the greatest 
damage, stealing, $262,000 on average.5

Family Fraud03

As someone who didn’t grow up with the internet, some older adults may be less 
comfortable with today’s technology, making them potential targets for online, phone 
or social media scams. This may explain why tech support scams were the most 
common type of internet crime reported by seniors to the FBI in 2021.6 Seniors may 
also have less experience with some technology than younger generations, who 
grew up using digital tools, online banking and other tech-based innovations that 
have shifted how we manage finances and online security.

Newer to Tech04

While rates of fraud and identity theft affecting Americans over 60 are staggering, 
statistics likely represent only a fraction of the damage. This is because it’s not 
uncommon for seniors to feel too embarrassed to come forward, often for fear of 
losing independence. 

Desire for Independence 05
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Identity Theft Warning Signs
There are many different specific scams or schemes that criminals may use to steal your or a loved 
one’s identity. But across the board, the following warning signs indicate a risk of identity theft.

Unfamiliar Charges on 
Your Bank Statement

You’re Denied Credit

Calls Verifying 
Unfamiliar Purchases

Someone Stole Your 
Income Tax Refund

Your Utilities Are 
Suddenly Shut Off

Suspicious Login 
Attempts to Your Social 

Media Accounts

You Receive a 
Fraud Alert

Unfamiliar Credit 
Card Charges

Bounced Checks

Maxing Out Your Health 
Insurance Benefits 

Limit

There’s a Warrant Out 
for Your Arrest

Your ID is Lost 
or Stolen

Authentication 
Messages for Accounts 

You Don’t Recognize

Your information is 
found on the dark web

New Credit Cards or 
Loans in Your Name

Drop in Credit Score

Unfamiliar 
Medical Bills

Reported Income 
That’s Not Yours

Unfamiliar Bills or 
Packages Arrive at Your 

Home

You Can’t Sign Into 
an Account

Calls from Debt 
Collectors

Hard Inquiries on Your 
Credit Report

Inaccurate Health 
Conditions in Your 

Medical Files

Mail Theft

An Account Looks 
Different When You 

Log In

Email Alerting You of a 
Data Breach

Introduction Common Scams Proactive Protection
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19 Common Scams Targeting 
Older Adults
Hackers often tailor their scam approach to the specific type of victim they are targeting.  A deeper 
understanding of the types of schemes you or an aging loved one may be targeted by, and what the 
specific warning signs are, can better protect you from threats.

The Grandparent Scam

01

Tech Support Scams

05

Funeral Scams

09

Estate Identity Fraud

13

Auto Scams

17

Government Imposter 
Scams

02

Robocalling & Phishing

06

Reverse Mortgage 
Scams

10

Synthetic Identity Theft

14

Medical Identity Theft

18

Elder Financial Abuse

03

Sweepstakes & Lottery 
Scams

07

Online Shopping 
Scams

11

Family Emergency 
Scam

15

Cryptocurrency Scams

19

False Investment 
Scams

04

Romance Scams

08

Charity Scams

12

Malware Attacks

16
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The grandparent scam is a type of social engineering attack — meaning fraudsters are gathering 
information on their victim to better exploit human nature. Criminals typically research social media or 
other publicly available information to impersonate someone or claim they are calling on someone’s 
behalf who is close to the victim, aiming to gain trust. 

In a grandparent scam specifically, fraudsters often claim the victim’s grandchild is in trouble. For 
example, they might call, impersonate police and say your grandchild has been in an accident or was 
involved in a crime. Scammers will then ask you to take out large sums of money, make a wire transfer 
to “save” your grandchild, or send ride-sharing services like Uber to pick up cash. The scammer may 
use your grandchild’s real name or other identifying information they found online to make the scam 
more believable, and may even pretend to be your grandchild themself.

Unsolicited and urgent calls claiming that your grandchild or another loved one is in danger

The caller asks you for untraceable forms of money, like cash, gift cards or wire transfers

The caller won’t let you get off the phone and may make threats if you attempt to verify information

The caller uses emotional language to force you to act quickly without doing your due diligence

Warning Signs

How it Works

The Grandparent Scam

Real Stories of Fraud

“He said he was in an accident and he started crying.” He said, “I’m a good person, I don’t want this to go 
on my record.” In a matter of minutes, scammers convinced her that her oldest grandson was being held 
in jail, even having her speak to a person impersonating his attorney.

“He explained that there had been an accident, that my grandson had been injured slightly, he was being 
held in jail and the bail was $12,500,” she said.

Scared for his safety, she went to the bank and got the cash, “The whole thing is that there is an urgency 
about it. They keep piling on what’s happening,” she said. Then, the scammers sent a person pretending 
to be a bail bondsman to pick up the money.

via WUSA News

Introduction Common Scams Proactive Protection

https://www.wusa9.com/article/news/local/maryland/maryland-police-warn-residents-of-grandparent-scam/65-699d7bcc-97f3-4974-a8da-650b2f4ff4e0#:~:text=The%20person%20posing%20as%20a,to%20pick%20up%20the%20money.
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In this senior scam, fraudsters contact older adults claiming to be representatives from a government 
agency they trust. This could include Medicare, the Internal Revenue Service (IRS) or the Social Security 
administration (SSA). Fraudsters use spoofing technology to use phone numbers or caller ID that 
makes it look like they’re coming from the real agency. And once you’re on the line, they might use 
stolen personal information like your Social Security number (SSN) to build trust. There are several 
types of government imposter scams, including:

How it Works

 Government Imposter Scams

Medicare scams

Scammers claiming to be Medicare 
representatives might call to “verify” your 
Medicare number. If you share the information, 
scammers will use it to steal health benefits. Or, 
they might claim that the victim needs to share 
their credit card number to pay a fee for a new 
card or special treatment. Learn more about 
medical identity theft in the next section.

Social Security scams

In this scam, the imposter claims a SSN has 
been suspended due to a connection with 
a crime or suspicious activity. In order to 
reactivate the SSN, they ask for payment — 
usually in the form of gift cards.

Covid scams

Fraudsters will take advantage of the fear and 
uncertainty of the pandemic to trick seniors 
into giving up sensitive data — such as bank 
account or health insurance information.

IRS scams

During tax season, scammers call seniors 
claiming to be from the IRS asserting there’s 
an issue with a tax return. They will say they are 
collecting information to “secure” a tax file, but 
really, they’ll use it to file phony tax refunds and 
commit identity theft.

FBI or law enforcement scams

Scammers may even call claiming that there 
is a warrant out for your arrest. If you refuse to 
pay a fee or share your financial information, the 
scammers claim you could go to jail.

Remember, these agencies will almost 

never reach over the phone — especially 

if it’s something as serious as a crime. 

If they do call, hang up and call back 

directly using the official phone numbers 

listed on government sites.

Pr
o 

Ti
p
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One woman received a call from a “federal agent” claiming her Social Security number had been stolen. 
The caller said her SSN was used to rent a car that was involved in a violent crime, compromising her 
Social Security and bank accounts. She was told that both were suspended, and that in order to access 
her money, she should convert her cash in the bank to Bitcoin. She then followed the caller’s suggestion 
to transfer the cryptocurrency to a secure account that was set up for her — ultimately costing her $8K.

via AARP

Real Stories of Fraud

You get an unsolicited call from someone claiming to be from a government agency, often asking 
for money.

The caller uses threatening language and wants you to pay them using gift cards or wire transfers. 
These hard-to-trace payment methods often indicate scams.

The caller asks for your sensitive information, like your SSN, Medicare number or credit card.

Warning Signs

What can a scammer do with your Medicare 
number? Find out here.

Introduction Common Scams Proactive Protection

https://www.aarp.org/money/scams-fraud/info-2021/government-impostor-frauds.html
https://www.aura.com/learn/what-can-someone-do-with-my-medicare-number
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Medical identity theft is a type of identity fraud in which someone steals health insurance information to 
get illegitimate access to medical services, equipment or prescription drugs, and/or submits fraudulent 
medical insurance claims. The cost of medical identity theft can be astronomical, with almost two-
thirds of victims reporting losses greater than $13,500.7 

It can take years for victims of medical identity theft to realize they’ve been targeted, often remaining 
unknown until visiting the doctor’s office or when in need of urgent treatment at the hospital. By then, a 
fraudster could have racked up thousands of dollars in fraudulent claims and hit your benefit limit. For 
some people, unexpected bills and loss of benefits could even cost them their lives.

You receive unexpected bills from medical providers for services that you’ve never received.

You receive unexpected medical kits to your home. 

You receive calls from debt collectors for medical debts that you don’t recognize. 

Your health insurance provider notifies you that you reached your benefits limit.

You notice mistakes or unexpected entries in your medical record, such as an incorrect address 
or date of birth. Look for fraudulent entries, like blood tests you didn’t do or medications you 
weren’t prescribed.

Warning Signs

How it Works

 Medicare Identity Theft

Medicare fraud is a form of medical identity theft and a 
government imposter scam in which a criminal pressures 
you into sharing your Medicare ID number or enrolling in 
a fraudulent Medicare plan. Criminals can actually steal 
your identity with just your Medicare card or number. Read 
more about various types of Medicare fraud in What Can a 
Scammer Do With Your Medicare Number?, by Aura.

Avoid carrying your Medicare 
card unless you’re going to 
the hospital or pharmacy. Set 
up a secure online Medicare 
account instead to view your 
claims via the Social Security 
Administration.

Pr
o 

Ti
p
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https://www.aura.com/learn/what-can-someone-do-with-my-medicare-number
https://www.aura.com/learn/what-can-someone-do-with-my-medicare-number
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When a senior citizen from Pennsylvania received a supposed call from Medicare, the prospective 
victim’s suspicions paid off. The caller claimed that the person’s Medicare number would no longer be 
valid, and the current Medicare number was needed for verification. Luckily, the recipient of the call 
recognized it as a scam and hung up. 

via WGAL News

Real Stories of Fraud

You receive a change of address confirmation from your medical insurance provider, even though 
you haven’t moved

Your insurance claim is denied because your medical records show you have a condition. This is 
one of the worst consequences of medical identity theft, and could cost victims their lives

Introduction Common Scams Proactive Protection

https://www.wgal.com/article/medicare-scam-calls-still-going-strong/38214007
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Elder financial abuse is when someone the victim knows and trusts — like a family member, close 
friend or caregiver — gains access, with malicious intent, to the senior’s savings, credit or assets. They 
might trick their victim into signing over access or power of attorney. Or, they might even threaten to 
withhold care. 

Unfamiliar charges, new accounts and loans or credit 
inquiries made without your permission or awareness

Someone close to you asking for unusual, private 
information or continuously suggesting that you sign 
over access or power of attorney

Being asked to sign an unexpected or confusing 
document 

Calls from companies or credit providers about debts 
you didn’t take out

Sudden financial troubles

Warning Signs

How it Works

Elder Financial Abuse

Sign up for Aura, with 
credit monitoring and fraud 
alerts to keep your financial 
accounts protected. 
Aura monitors your most 
important accounts and 
alerts you of suspicious 
activity 4X faster than  
the competition.*

Pr
o 

Ti
p

Ernie Banks was a professional baseball player who spent his entire career with the Chicago Cubs, earn-
ing him the title ‘Mr. Cub.’ Three months before his death, Banks signed a new will that awarded all his as-
sets to his live-in caregiver, Regina Rice. He also signed a power of attorney and health care directive that 
gave Rice full and immediate control over his finances and healthcare. Banks’ family — including his wife 
and two sons — only found out about the documents after his death. Rice, who cared for Banks for over a 
decade, claims that Banks was a trusted confidant and wanted her to have everything. 

Ernie’s twin sons told the Chicago Sun-Times that it was difficult to get a hold of their father toward the 
end of his life. His phone number would change constantly and Rice would deflect questions about his 
well-being. Both brothers and Ernie’s estranged wife believe Rice took advantage of him in his declining 
health, coercing him to sign a new will.

via Pintas & Mullins

Real Stories of Fraud

Introduction Common Scams Proactive Protection

https://www.aura.com/60plus
https://www.pintas.com/blog/ernie-banks-story-shows-lessons-in-elder-financial-abuse/
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Many older adults have spent a lifetime saving to achieve financial security. Unfortunately, that can 
put them at higher risk of phony investment opportunities, designed to steal hard-earned money.

In an investment scam, criminals pose as financial advisors, often calling unannounced with what 
appears to be a lucrative investment opportunity. In reality, they are attempting to extract transaction 
fees or secure “investments” from you.  There are a variety of investment scams that primarily  
target seniors:

How it Works

False Investment Scams

Ponzi schemes Prime bank scams

Phony bonds or CDs

Charitable gift annuities

Scammers seek new investor funds in order 
to provide returns to existing investors. Ponzi 
schemes typically target seniors by promising 
high returns with little to no risk, while no 
actual returns are ever generated.

In a prime bank scam, con artists claim to have 
access to “secret overseas markets.” In reality, 
any money the target sends is stolen.

Criminals may also attempt to trick you or an 
aging loved one into investing in a low-risk, 
high reward phony CD (Certificate of Deposit) 
or bond. Legitimate CDs are typically Federal 
Deposit Insurance Corporation (FDIC)-
guaranteed accounts offering higher interest 
rates than the average savings account; 
whereas, a bond may offer long-term returns, 
easier cash out opportunities, but no FDIC 
guarantee. Before moving forward with an 
alleged CD or bond, call the bank or institution 
directly to confirm its legitimacy. 

A legitimate charitable gift annuity returns a 
donor’s sizable, charitable gift with a fixed 
income stream. Often, these charities don’t 
exist and the money ends up in the scammer’s 
pocket. Confirm the legitimacy of a charity 
via its official website and other third-party 
websites like Charity Navigator. 

Golden Rule of Investment Fraud
If it seems too good to be true, it probably is.

Introduction Common Scams Proactive Protection
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In June 2022, several employees of Earth Water Limited pleaded guilty to charges in a high-yield 
investment fraud scheme that targeted elderly victims. The funds were used to pay undisclosed, 
excessive commissions to the conspirators. The company’s former CFO pleaded guilty to 22 charges in 
the multimillion-dollar scam — including fraud, conspiracy and money laundering.

via U.S. Department of Justice

Real Stories of Fraud

Urgent and/or unexpected call, often 
from an unknown individual

Promise of unusually high returns

Opportunities with little or no risk

Feels too good to be true

High-pressure tactics

Not allowing you to ask questions, or not 
answering them

Lack of details or claims that details are 
confidential or too technical for a layman to 
understand

An unregistered investment

No prospectus or acknowledgment of risk

Inability to withdraw your principal

Warning Signs

Introduction Common Scams Proactive Protection

https://www.justice.gov/opa/pr/former-earthwater-cfo-and-others-plead-guilty-fraud-charges-related-high-yield-investment
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In the scam most commonly reported to the FBI in 2021, a criminal masquerades as a tech support 
representative from a trusted company.8 In fact, an FTC analysis9 found that seniors were six times 
more likely than younger individuals to be affected by a tech support scam, with seniors losing nearly 
$238 million to these attacks in 2021.10 

In this scam, criminals claim that your or a loved one’s computer or device is at risk of viruses, 
tricking you into granting them remote access or paying for and downloading unneeded software. 
The downloaded software may actually be malware that allows scammers to hack you and steal 
information like bank account details. While this scam often happens through phone calls, it can also 
appear via pop-up ads on websites targeting seniors.

How it Works

Tech Support Scams

Introduction Common Scams Proactive Protection
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One woman received an email that appeared to be from Best Buy’s Geek Squad. The email asked the 
woman to call a phone number, and used the opportunity to access her home computer, control it 
remotely and steal more than $98,000 from the woman. 

via WFMJ News

Real Stories of Fraud

Unsolicited phone calls about tech support, 
often with fake caller ID

Emails appearing to be from a trusted 
company, but that may have a slightly 
different email address or contain spelling or 
grammatical errors

A pop-up ad claiming your device has 
viruses 

Offers software or repair services that will 
allegedly speed up the computer

Requests for credit card information over 
the phone

A website offering tech support from an 
unknown company — often suggested by 
an unknown caller

Promises to solve problems one didn’t know 
they had

Using scare tactics to trick a target into 
downloading software, clicking a link or 
paying for repair services

Warning Signs

Caller ID and websites can be faked! And companies like Microsoft or Apple will never call 
you directly.Pr

o 
Ti

p

Introduction Common Scams Proactive Protection

https://www.wfmj.com/story/46127974/mercer-county-woman-loses-dollar98k-to-geek-squad-scam
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Seniors are more susceptible to telemarketing and phishing scams than other age groups,11 with one 
survey discovering more than half of U.S. senior citizens claimed robocallers tried to scam them. 12

With robocalls and spam attacks, scammers make calls or send texts and emails to a massive number 
of vulnerable targets. Most messages follow a similar pattern, with the call or message claiming to 
be from a trusted company — like a bank, the IRS, the post office or even Netflix. Upon engaging, 
scammers will try to get the target to give up personal information, passwords or financial account 
information. They may also encourage clicking a link or downloading an attachment that provides 
access to the target’s device.

Unsolicited emails — often from an 
unfamiliar email address, with spelling or 
grammatical errors — or from an email that 
appears to mirror a legitimate company, but 
is slightly different. For example, rather than 
.com, the email address may contain .biz  
or .net.

Automated messages claiming you’re 
in trouble or at risk. The IRS and other 
agencies will never use automated calls to 
get in touch with you.

Message urging you to click a link or 
download an attachment.

An unexpected email or caller asks you 
to “verify” sensitive information in order to 
secure an online account.

Warning Signs

How it Works

Robocalls & Phishing

An email or message includes a link or 
attachment you don’t recognize or weren’t 
expecting.

A sense of urgency and use of fear tactics 
to drive immediate response and action.

Generic salutation or sign off, like, “Dear 
trusted customer.

Texts claiming you missed a package 
delivery or providing an update on an 
order. With the massive increase in online 
shopping on retailer sites like Amazon and 
Walmart since the start of the pandemic, 
fraudsters know there’s a good chance 
you’re waiting on a package delivery.

Remember, caller ID and email addresses can be faked to appear legitimate. When in doubt, hang 
up and call the company directly using the phone number from your latest bill or statement.

Pr
o 

Ti
p
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https://www.aura.com/learn/walmart-scams
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When Mary Anne May received a text from UPS on the day after Mother’s Day, she assumed a family 
member sent her a gift that she wasn’t home to receive. 

“I got a text, and it said I missed a delivery on Mother’s Day. So I said, OK, that could happen,” Mary 
Anne May said. The mother of two received a text message that appeared to be from UPS, telling her 
she missed a delivery. Initially, she thought nothing of it, but when she clicked the link in the text to 
reschedule the delivery, she was asked for her credit card number and started to get suspicious. 

“When I clicked on the thing to have it redelivered, it wanted my address, birthday and then asked for 
money, so I had to give a credit card,” May said. The link led to what appeared to be the UPS website, 
listing tracking information and a location where her package was supposedly being held. Thankfully, May 
called UPS before filling out the form, avoiding a type of scam that cost Americans more than $131 million 
in 2021.**

via Fox 11 News

Real Stories of Fraud

Introduction Common Scams Proactive Protection

https://www.fox13memphis.com/bbb/mail-delivery-scams-increase-more-people-shop-online/B6U7HU5RT5ECVKULR6QSUCTXSQ/
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Fraudsters reach out to an elderly victim and claim that they’ve won a huge contest, lottery or 
sweepstakes they never entered. But to receive their winnings, they ask you to pay upfront fees or 
provide your banking information for the transfer. 

Scammers then may string along victims for months or years, claiming they need to pay additional fees 
— that actually go straight to the scammer. Unfortunately, seniors are the primary target of these types 
of scams, representing 72% of reports.13

You or a loved one receives a notification 
that you won a large sum of money from a 
contest you never entered or a lottery you 
never purchased a ticket for

The person you speak with asks for upfront 
payment through non-traceable methods 
(gift cards, wire transfers, cryptocurrency, 
money transfer apps, etc.)

They ask for your banking information to 
complete the deposit

They say you’re the only person who’s won  
the prize

They send you a check, only to ask for a 
portion of it back before the check clears — 
which it won’t 

Warning Signs

How it Works

Sweepstakes and Elder 
Lottery Scams

A California retired public school teacher 
received a letter in the mail, allegedly from 
Mega Millions, saying she’d won $2.5 million 
and a brand new luxury convertible. The letter 
asked that to claim the prize, she call the 
phone number provided within. So, she did. 

The scammers then told her she’d won the 
prize in a random drawing of Target and 
Walmart customers, and that to claim her prize, 
she needed to send $30,000. After refusing, 
the fee was reduced to $10,000, which she 
paid using a cashier’s check. Since then, she’s 
sent an additional $6,000, and the calls haven’t 
stopped. 

“They call me all the time, sometimes as early 
as 5 a.m.,” said the retired teacher and Master’s 
degree recipient. She attributes a bleeding 
ulcer to the stress she’s endured while coping 
with a husband who’s “really upset” that she 
parted with the money.

via AARP

Real Stories of Fraud

Introduction Common Scams Proactive Protection

https://www.aarp.org/money/scams-fraud/info-2020/older-adults-sweepstakes-scams.html
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Scammers create fake personas on dating apps or social media to lure their targets. Con artists will 
research you online and use details you’ve shared publicly to “hook” you 

Then, once they establish a rapport — often after months of building trust and connection — scammers 
begin to request money, often in the form of gift cards, travel expenses and healthcare costs 

While this may sound like an obvious one, it was the scam that cost aging Americans the most in 
2021 — nearly half a billion dollars.14 Scammers often wait until they’re sure you’re in love or committed 
to the relationship before asking for money. They tug on the heartstrings of victims by framing their 
requests as emergencies or sob stories. Many victims of romance scams are pressured into fraudulent 
investments, especially involving cryptocurrencies. Read more about romance scams in How I Ended 
Up Giving $1 Million to a Scammer.

A relationship is established with someone 
you meet via social media or a dating app 
without ever meeting in person

The relationship moves quickly, with the 
other person claiming they love you within 
days or weeks 

They promise to meet up in person or on 
video chat, but always come up with an 
excuse at the last minute

They ask for money or financial help for family 
or healthcare issues

They ask you to wire funds or use another, 
untraceable method of payment

Warning Signs

How it Works

Romance Scams

In 2020, an 80-year-old Florida widower lost 
$200,000 to a scammer who convinced 
him that they were in a long-distance, 
romantic relationship. Over several months, 
the fraudster built trust with the man, and 
eventually proposed an opportunity to 
support an art gallery in Florida. The widower 
received fabricated documents detailing the 
museum contract and bank statements. Then 
the victim, believing he was contributing 
toward the $5 million relocation of a marble 
lion sculpture from China, made a series of 
payments over five months totaling more 
than $200,000.

via CNN

Real Stories of Fraud

Beware of military romance scams. Many scammers pretend to be active service members 
stationed in faraway locations, giving them a cover for why they can’t meet up.

Pr
o 
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https://edition.cnn.com/2020/02/14/us/happy-valentines-dont-fall-for-romance-scams-trnd/index.html
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In one of the most vile forms of elder fraud, criminals read obituaries, attend funerals and then claim 
that the deceased has an outstanding debt. Or, in another form of a funeral scam, fraudsters sell a 
prepaid funeral to an individual hoping to lessen the burden on loved ones they leave behind. While 
it’s common to preplan a funeral and some legitimate prepaid funeral plans do exist, take the following 
precautions to avoid prepaid funeral scams.

Someone you don’t know demands payment at a funeral

You’re approached by an individual who claims to know the deceased but has no real details of 
their relationship 

While pre-planning a funeral, the service provider asks to collect money for a prepayment

Warning Signs

How it Works

Funeral Scams

Real Stories of Fraud

James “Doug” Cassity and several employees of his Missouri-based company National Prearranged 
Services Inc. (NPS) were sentenced to federal prison for their role in a prepaid funeral scheme that 
victimized nearly 100,000 customers across 16 states.  

Customers would discuss what they were looking for, a price would be agreed upon, and payment 
accepted. NPS claimed the funds would be placed in a financial institution or a life insurance company, 
but that wasn’t the case. Instead, NPS changed deposit amounts, named itself beneficiary, converting 
to term rather than whole life insurance policies. They then leveraged funds for unauthorized purposes, 
including personal use. Ultimately, the scheme caused more than $450 million in losses for vulnerable 
families.

via the FBI

Check ratings, 
qualifications and 
reviews from a third 
party website like the 
Better Business Bureau 
or Trustpilot.

Understand where 
your money is going, 
and what happens 
to it if the company 
ceases to exist. Get this 
information in writing.

Ask someone you trust 
to review the offer and 
look out for any red flags 
you may have missed. 
Share copies of the 
contract with trusted 
family members.

Ask about cancellation 
policies. 
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Many families have built equity in their homes, which they may eventually want to turn into reliable and 
steady income. Reverse mortgages are available to homeowners over the age of 62 as a way to access 
their home equity. 

Unfortunately, scammers often target homeowners with billboards, ads and fliers for reverse mortgage 
scams, but in some cases, so do family, friends and caregivers. They may claim to help you access 
equity, but in reality, they steal the money or commit deed fraud, “stealing” your home. Other variations 
of reverse mortgage scams include:

How it Works

Reverse Mortgage Scams

Mortgage Relief

Those in need of financial help might want to 
use a reverse mortgage to avoid foreclosure 
or to cover medical debts. Scammers target 
them with claims of fast approval on loans in 
exchange for an upfront fee. 

Power of Attorney Schemes

Reverse mortgage scammers will coerce you 
into signing over your power of attorney so they 
can guarantee access to the proceeds of the 
loan.

House Flipping Schemes

A fraudster might suggest a reverse mortgage 
to buy another property, fix it up, and resell it for 
a profit. In reality, scammers could be trying to 
offload a low-value property they own or charge 
you a high “consulting fee” for their help. High-Pressure Sales Scheme

Legitimate reverse mortgages are insured 
by the Federal Housing Association (FHA). 
Some scammers will push a “special” reverse 
mortgage loan program that isn’t insured, but 
allegedly offer lower costs and easier approvals. 
In reality, they could steal your equity or get 
you to sign over power of attorney rights in the 
process.

Home Renovation Scheme

Sometimes fraudsters will offer a free consul-
tation, then convince elderly homeowners to 
take out a reverse mortgage to cover pricey and 
unnecessary repairs or home updates.

Identity Theft Scheme

If scammers get enough of your personal 
information — like your SSN, they can use this 
information to impersonate you and take out a 
reverse mortgage in your name.

Investment Scheme

Similar to false investment scams (pg. X), in 
this scheme, fraudsters may urge you to take 
out a reverse mortgage in order to invest in a 
“no risk” investment or annuity. Often, these 
scammers use estate planning seminars or fake 
information sessions to pitch their investment 
ideas. The salesperson usually can’t explain the 
investment returns, avoids your questions, or 
won’t tell you what the premiums cost.
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More than 122 elderly, low-income homeowners were 
scammed out of more than $10 million in a massive 
reverse mortgage scheme. Mark Diamond told his 
predominantly Black victims from Chicago’s West 
Side that they were participating in a city-sponsored 
home repair system, while in reality, they were signing 
over their home equity. His targets signed reverse 
mortgages, while the promised home repair work was 
either never completed or done poorly, resulting in 
numerous federal complaints and civil court filings. 
Diamond enlisted the help of Cynthia Wallace, who 
was African American and often befriended the 
victims. In at least one instance, Wallace posed as a 
daughter of a victim at a reverse mortgage closing. 

Gloria Muldrow, daughter of one of Diamond’s victims, 
blames Diamond for her mother’s death, saying she 
had no home and feared she would lose her home as 
a result of the scam. After more than a decade of civil 
suits and investigations, prosecutors finally charged 
Diamond, after ordering him to pay $2.3 million in 
restitution to 47 victims.

via The Chicago Reporter

Real Stories of Fraud

Receiving financial or legal documents in 
the mail for a reverse mortgage that you 
never applied for, or from a lender you don’t 
recognize

High-pressure or urgent sales tactics that 
try to get you to sign for a reverse mortgage 
or other contract you may not understand, 
without doing your due diligence

Lenders asking for your SSN and signature, 
without delivering a contract 

Someone claiming they need power 
of attorney in order to finalize a reverse 
mortgage

Claims that a loan not insured by the FHA is 
a good thing, or that it is a “special deal”

Claims that you can stop a foreclosure by 
using a reverse mortgage loan

Contracts including an upfront, 
nonrefundable fee to “speed up the 
approval process”

A family member or caregiver pressuring 
you into giving up your power of attorney 
rights

Contractors or vendors showing up 
unannounced or suggesting you take out a 
reverse mortgage to pay for costly repairs 
or home updates you don’t need, often 
promising to start work immediately

Anyone pressuring you to take out a reverse 
mortgage for a “can’t miss” investment, 
sharing reverse mortgage loan and 
investment documents from different 
companies

A greater focus on potential new properties 
than the reverse mortgage itself, potentially 
going so far as to introduce you to alleged 
real estate agents

Inaccuracies or unexpected inquiries on 
your credit file, or your personal data is 
available on the Dark Web

Complex contracts containing unexplained 
fees and complicated interest schedules

Lender claims that you can move out of 
your home without worrying about the loan 
coming due, or that you don’t have to worry 
about property taxes, mortgage insurance, 
or keeping your home in good shape

Warning Signs

Hackers can buy valid American SSNs for as little 
as $2 on the Dark Web. Check if your information is 
at risk by using Aura’s free Dark Web scanner.

Did you know?
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Older adults are especially vulnerable to online shopping scams. In 2020 alone, the FBI received 14,000 
complaints totaling losses of $1 billion as a result of fraudulent products and non-delivery scams, 
making it the second most reported fraud among seniors.15

Online shopping scams come in many different forms. You could mistakenly buy fake pharmaceutical 
drugs, health or beauty products. You could buy a product that never arrives, or you could use your 
credit card details on a phishing site impersonating a real site, but set up by hackers.

Poor design or spelling errors on the 
website

The website you’re shopping from is 
unsecure, using HTTP not HTTPS

Reviews are only positive, indicating the 
retailer may be removing negative reviews 
in exchange for refunds for products never 
delivered or that didn’t meet expectations

Reviews indicate the company has long 
shipping times, hidden fees or has a 
significant number of unhappy customers

The deal seems too good to be true

The company has active complaints with 
the Better Business Bureau

Warning Signs

How it Works

Online Shopping Scams

“Sorry, I don’t have a Christmas present for 
you because I was scammed on Amazon.”

Forbes Contributor Wade Shepard recalls 
having to say this multiple times one holiday 
season. Three items he purchased from three 
different Amazon merchants were never 
shipped — the sellers took his money and 
vanished. He recalls that there were hundreds 
of negative reviews from others who’d 
never received their purchase from the fake 
retailers. While Amazon refunded his money, 
he was still empty-handed on Christmas 
morning.

via Forbes

Real Stories of Fraud

Check out Aura’s online shopping guide 
and start shopping safely online. 

Pr
o 
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p

A lock icon or url using “https://” indicates 
you’ve safely connected to the website?

Did you know?
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Charity scams prey on the desire to help others, with fraudsters pretending to be a legitimate charity. In 
reality, they steal donations and personal information.

For example, fraudsters might call you in the wake of a natural disaster, claiming to solicit donations to 
help victims. But if you send money or give them your financial information, they’ll disappear and steal 
your money and information, rather than donating it to the rightful cause.

The caller isn’t able to provide details about 
the charity, how the money is being used, 
what the organization’s tax-exempt number 
is, or what percent of the donation goes 
directly to the cause 

The charity mentioned doesn’t appear 
on official sites like Charity Navigator or 
the Better Business Bureau Wise Giving 
Alliance  

You find evidence of fraud when you 
Google the charity’s name + fraud/scam/
complaint

The charity’s name is very similar to that of a 
larger organization you recognize

The caller thanks you for your previous 
donation but isn’t able to give you the 
details of your gift, such as the amount 
donated, when, or the form of payment

The caller has a sense of urgency or makes 
high-pressure asks

They request an untraceable form of 
payment, like gift cards, Venmo or wire 
transfers

Warning Signs

How it Works

Charity Scams

Real Stories of Fraud

Beginning in 2008, Associated Community Services (ACS) made billions of automated robocalls and 
deceptive pitches claiming donations would support homeless veterans, victims of house fires, breast 
cancer patients, children with autism, and other causes that well-meaning Americans were enticed to 
support through ACS’ high-pressure tactics. More than 1.3 million phone numbers were called at least 
10 times in a week, 7.8 million numbers were called at least twice in an hour and more than 500 phone 
numbers were called at least 5,000 times. By the time the FTC, along with other government agencies 
stopped the operation in 2021, the fraudsters had made 1.3 billion calls to 67 million people, and 
collected more than $110 million using their deceptive solicitations.

via The FTC
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Estate identity fraud — also known as “ghosting” — is when a thief uses the personal information of 
a deceased person. Most recent research suggests that the identities of nearly 2.5 million deceased 
Americans are used each year to open credit cards, loans, or other credit-based services.16

Receiving calls, letters or tax documents 
from organizations addressed to a 
deceased relative

Missing money from their bank accounts or 
retirement savings

Debt collectors calling for someone who is 
deceased

Unfamiliar activity is found on a deceased 
person’s credit report or in their banking 
transactions

Warning Signs

How it Works

Estate Identity Fraud

Real Stories of Fraud

When an elderly woman from Georgia lost her husband, it never occurred to her that he could become a 
target for identity fraud.

But just two days after he died, identity thieves used a few pieces of information from her husband’s 
obituary to redirect his mail. From there, they fraudulently opened up new lines of credit in the deceased 
person’s name.

via Identity Theft Resource Center
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Synthetic identity theft involves criminals combining your stolen personal data with fraudulent 
information to create a new identity, or a “Frankenstein identity”. For example, a data breach may have 
exposed your personal information, like a SSN, which a criminal can purchase on the Dark Web for as 
little as $2. That information is then combined with fake details — such as a different name, address, 
phone number or date of birth — and then eventually is used to apply for credit. Once the scammer has 
maxed out the credit line, they’ll disappear — or in some cases, will pose as the victim and claim fraud 
so they can double the amount stolen. Criminals often target seniors and deceased people in these 
scams, assuming that they and their loved ones are less likely or unable to actively monitor 
credit reports.

Your information was part of a data breach, 
or is found on the dark web 

Your credit score declines without 
explanation, new lines of credit you didn’t 
open appear on your credit report, or you’re 
denied credit   

Receiving documents addressed to you or 
containing your personal information, but 
with the incorrect name or other information

You receive confirmation of a tax return or 
other government document you didn’t 
file, containing some of your personal 
information, paired with incorrect data

You receive calls from debt collectors or 
bills about services you never received, 
potentially containing a mixture of accurate 
personal information and mismatched data, 
like a different name or date of birth 

There’s a warrant out for your arrest for a 
crime you didn’t commit 

You find inaccurate health conditions 
in medical files, max out your insurance 
benefits or have unfamiliar medical bills 

You’ve been approved for a loan you didn’t 
apply for, containing a mixture of fake and 
accurate personal information

Warning Signs

How it Works

Synthetic Identity Theft

Real Stories of Fraud

By fall 2020, Adam Arena and a dozen 
suspected co-conspirators successfully 
combined real SSNs with fabricated names 
to create synthetic identities and borrow more 
than $1M they never intended to pay back. 

Then, in May, amidst the COVID-19 pandemic, 
Arena used Frankenstein identities to steal 
nearly $1M from the federal government’s 
Paycheck Protection Program, which helped 
those who’d lost their business or job as 
a result of the pandemic. Arena used the 
$954,000 he stole to  purchase vehicles, spa 
services, clothing, restaurant meals and gym 
memberships. Arena now faces prison time for 
his role in the scheme. 

via PEW Charitable Trusts

Introduction Common Scams Proactive Protection

https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2022/04/07/thieves-hit-on-a-new-scam-synthetic-identity-fraud


27

Family emergency scams prey on your willingness to assist family members in need of help. These 
scams often follow one of three patterns:

How it Works

Family Emergency Scams

The family member scam

You receive a message from 
what appears to be a family 
member in need of urgent 
help due to a medical or legal 
emergency. They’ll ask you 
to send money through an 
undetectable service like a 
wire transfer, Venmo or Cash 
App. They’ll also ask you not to 
call them.

The kidnapper scam

In the most alarming version of 
this scam, a scammer claims 
they’ve kidnapped or hurt 
one of your relatives and will 
only release them if you send 
money.

The hospital/police scam

In this version, you might 
receive a text from someone 
claiming to be from the 
hospital or the police. They’ll 
claim a relative is in danger 
and ask you for money or to 
call them, eventually asking 
you to send money through 
the same, untraceable ways 
mentioned above.

The alleged family member doesn’t want 
you to call or contact them. 

Payment is required through unconventional 
or untraceable methods, such as gift cards, 
wire transfers or cash sharing apps.

You are asked to follow a link to reach out  
to them.

The text incites a sense of urgency or has a 
threatening tone.

Ask to speak with your loved one, and when 
they refuse, ask them to describe them. If 
they can’t, or they become more threatening, 
it’s likely a scam.

Warning Signs

Introduction Common Scams Proactive Protection



28

Real Stories of Fraud

Lesley Mumford received a call at work with the caller ID showing her mother was calling. “When I picked 
it up, I heard a woman in distress — like crying and sounds like a scuffling. And then finally, a man came 
on the phone with a real deep voice and he said, ‘Do you hear that? She needs your help,’” she said. 

Soon, the voice on the other end became threatening saying he’d kill her mother if she went to the police 
or didn’t send him money. So, Mumford did, “He said, ‘I swear on my baby’s life, if you don’t do everything 
I tell you, I’m going to kill your mom and then I’m going to kill myself.’ I was terrified and I was just trying to 
keep her alive so that I could get to her,” Mumford said.

Once she transferred $900 to the caller’s account, Mumford contacted her mother, who answered the 
call saying she was at work. Mumford has filed reports with the FBI and local police, as they investigate 
the crime. 

via ABC News and Good Morning America
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A malware attack is when hackers trick you into clicking a link that installs malicious software on your 
phone, tablet, or computer. This can happen through pop-ups on the Internet, emails, text messages, 
and accidentally visiting fraudulent websites. Malware runs in the background and monitors your 
activity without you even knowing. 

Thieves can then search for specific information on your devices, such as credit and debit card 
numbers, or they’ll record everything you type on your device.

You receive a pop-up on your computer, 
email or text message encouraging you to 
click a link, often urgently

You download a file attached to an email 
from an unfamiliar sender

You don’t have an up to date antivirus 
software.

Your computer operates more slowly  
than usual

You notice unfamiliar credit inquiries or 
charges on your credit card

Warning Signs

How it Works

Malware Attacks

Real Stories of Fraud

In early 2018 Emotet malware attacked 
Allentown, PA and its critical systems. The 
virus self-replicated, stealing passwords 
from city employees and compromising city 
systems running Microsoft — including the 
surveillance camera network. Allentown was 
forced to temporarily shut down financial 
and public safety operations, and cover 
nearly $1M in emergency response and 
recovery costs. 

via The Morning Call

Introduction Common Scams Proactive Protection

https://www.mcall.com/news/breaking/mc-nws-allentown-computer-virus-20180220-story.html


30

Vehicle identity theft is a type of financial fraud in which criminals use your stolen identity to either 
purchase cars or take out fraudulent vehicle loans. The rise of online vehicle dealers — such as Carvana, 
Vroom, and Shift — has made this even easier. 

First, a criminal or unscrupulous family member steals your identity by obtaining personal information 
like your name, address, and Social Security number (SSN). They might get your information, through 
a phishing attack or other online scam, by stealing your driver’s license, or buying your information off 
the Dark Web. The scammer then uses your information to either buy a vehicle outright or to apply for 
a vehicle loan with a dealership — some may even make a down payment to get the vehicle off the lot. 
With the vehicle now in their possession, the scammers have no reason to keep up with payments. 
Then, the dealership or debt collector who’s trying to track down the stolen vehicle will contact you. But 
in many cases, the vehicle purchased will have already been sent to other parts of the country or sold 
as part of a larger theft operation. 

There are new inquiries on your credit report

You receive a transaction alert from your 
fraud monitoring service

Your vehicle’s VIN has been duplicated

The DMV has you listed as the registrant of 
a vehicle you didn’t buy

Your personal information (PII) is available 
on the Dark Web

You receive calls from a dealership about a 
vehicle you didn’t buy

Debt collection agencies are coming after 
you for car payments

Warning Signs

How it Works

Auto Scams

Real Stories of Fraud

Like many people, Yolanda Dorsey had 
some work done on her home at the 
beginning of the COVID-19 pandemic. She 
believes someone stole her information — 
including her passport — directly from her 
home. Soon, she had fraudulent credit card 
charges, which she addressed, thinking 
the incident was behind her. But when her 
mail stopped arriving and creditors started 
calling, Dorsey found out the criminals had 
set up mail forwarding. When her mail finally 
started arriving again, one of the first letters 
she received was a registration for a new 
BMW that she didn’t buy. Even worse, the 
criminals racked up thousands of dollars 
in parking tickets, which the city of Los 
Angeles tried to force her into paying.

via NBC Los Angeles
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In these schemes, criminals might pursue any of the aforementioned scams to convince a victim to 
remit payment. But with the rise of cryptocurrencies, scammers are increasingly turning to these forms 
of capital as a preferred form of payment, given its difficulty to trace. 

At any time, if someone is pressuring you to send them money through a cryptocurrency ATM or a 
digital QR code, be suspicious. Cryptocurrency’s decentralized nature makes it difficult to recover. In 
fact, the recipient instantly owns the cryptocurrency as soon as payment is made, often transferring the 
funds into a different account immediately. Recovering these funds is difficult for law enforcement, and 
can leave many victims with a financial loss.

Someone you’ve only spoken to online or on 
the phone is demanding payment through a 
cryptocurrency ATM or digital QR code.

The caller may identify themselves as 
someone from the government or law 
enforcement. These organizations will never 
call you.

You receive a call from an ATM operator 
flagging that the transaction you’re 
attempting is consistent with fraud.

Warning Signs

How it Works

Cryptocurrency Scams

Real Stories of Fraud

In a recent scam, an alleged investigator 
with the DA’s office calls a target and tells 
them they committed a crime. The person is 
told that if they don’t pay a fine, they will be 
prosecuted, and demands that fines be paid 
in increments to a Bitcoin machine or kiosk 
at a specified location. The callers even 
spoofed the caller ID to indicate they were 
calling from the DA office, tricking seniors 
targeted in the scam to pay fines totaling 
$300,000.

via CBS News Dallas Fort Worth
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Proactive Prevention
Now that you’ve gained an understanding of the myriad scams victimizing older adults, you’re probably 
curious what steps you can take to prevent yourself or an aging loved one from becoming a victim in 
the first place.

Set up credit 
monitoring and identity 

theft protection

Be suspicious of 
unsolicited calls, emails 

or texts

Use strong 
passphrases

Freeze credit

Leave notes next to 
your devices

Install antivirus 
software

Use credit, not debit 
cards

Use a Virtual Private 
Network (VPN)

Encourage open 
communication 

among family

Report fraud

Shred documents with 
sensitive information

Get identity theft 
insurance

Have a plan and 
family password

Stay up-to-date on the 
latest scams

Explore fraud alerts

Consider all-in-one 
protection
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Criminals almost always commit elder fraud with the goal of pulling off financial scams. The easiest 
way to protect yourself or your loved one’s finances is to sign up for credit and other personal  
data monitoring. 

Aura keeps track of your bank accounts, credit score, and sensitive information like your SSN. We’ll 
alert you in near-real time of any suspicious or fraudulent activity. And, if the worst happens, every 
adult member of an Aura plan is covered by a $1,000,000 insurance policy for eligible losses due to 
identity theft*.17

If you or your loved one isn’t open to credit monitoring, then look for other warning signs.

Most scams rely on older victims panicking, becoming confused, or making snap decisions. As an aid 
to yourself or a loved one, post notes next to phones, computers, and doors with the following tips (or 
some variation of them):

Many elderly victims don’t report fraud out of fear of judgment, or fear of losing independence. But 
anyone can get scammed — no matter the age. 

Set up credit monitoring and identity theft protection.

Leave notes next to computers, phones, and doors.

Encourage open communication and don’t be embarrassed or judge.

Stop

Take a breath and think about 
the situation. Does anything feel 
suspicious?

Wait

Take the time to absorb what you’ve 
learned and make a plan of action. 
Don’t rush any decisions.

Leave

Hang up, shut the door, or 
close the email. If someone is 
pressing you to act now, they 
could be a con artist.

Act

Only visit legitimate websites and call 
verified, safe phone numbers.  You 
can use independent review websites 
and email address lookup services to 
check someone’s identity.

Ask

Call a family member for advice, 
search online for more details, 
and find out if organizations are 
real. You can also ask a visitor 
for identification.
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If you’re the victim, don’t be embarrassed — you’re not alone. And if you’re a family member, skip the 
judgment and instead encourage open communication. Open, judgment-free communication can 
help you identify scams in progress, and encourage everyone to speak up if they have suspicions 
about something. 

Talk with your loved ones and make a proactive plan. Decide how you’ll respond if you or a loved one 
becomes a target of a scam. For example, consider creating a secret family password. You can use 
this in phone calls, texts, or emails to let the recipient know that the transaction is genuine.  Then, if a 
fraudster calls claiming to be a member of your family, you’ll know it’s a scam if they can’t confirm the 
family code. 

Have a plan and a password.

Use antivirus software to warn you of malware and dangerous websites and be wary of situations that 
appear too good to be true. In addition to tracking your sensitive, personal information Aura’s all-in-one 
family protection comes with antivirus software that automatically detects threats like malware and 
isolates them to secure your devices.  Aura also automatically stops you from entering malicious sites, 
like malware and phishing sites, that may steal your personal and financial info.

Install antivirus software. 

A little suspicion can save you a lot of heartache. Know that these scams exist, and always ask yourself, 
“what if?” when confronted with an unusual request for money either online or in person.

Be suspicious of any unsolicited call or message.

Unfortunately, some people will always look to prey on the most vulnerable members of society. With 
modern technology, scammers have more avenues to exploit people than ever before. 

Keep up-to-date on the latest scams targeting seniors. Look for the warning signs of identity theft and 
fraud and talk about anything that feels suspicious. For added protection, consider signing yourself and 
your family up for Aura. We’ll monitor your accounts for signs of fraud and help keep your devices safe 
from hackers and scammers.

Stay up-to-date on the latest scams.

Share your stories of attempted fraud. Ask your more tech-savvy family members to share 
examples of scam emails or messages they’ve received. Be sure to point out how you knew they 
were fake so that your elderly family members can do the same in the future.Pr

o 
Ti

p

Introduction Common Scams Proactive Protection



35

Passwords and pins are used by an infinite number of websites and accounts as the first 
barrier to entry with most, making strong passwords incredibly important. Now, most experts 
recommend using longer, more complex passphrases rather than shorter passwords.  However, 
roughly 65% of people still reuse passwords across sites. Consider these tips when thinking 
about password practices:

Perhaps the single most effective way to protect your finances digitally is giving up your debit card 
entirely. The benefits of paying with a credit card have nothing to do with the card’s security defenses — 
but rather what happens to the user when a breach happens. 

Thanks to Zero Liability policies created by banks many years ago to encourage shopping online, 
resolving issues of credit fraud are often painless. In the instance of fraudulent charges, the bank 
issuing the card will typically provide the customer an immediate, temporary credit for the fraudulent 
charge, cancel the card itself and
issue a new card immediately. Then, a month or so later, that temporary credit usually becomes 
permanent. This process means the user can proceed making charges regardless of fraud.

With a debit card, however, this scenario is different. A debit card accesses cash directly from a bank 
account, meaning a successful debit card attack will often wipe out the user’s entire bank account. 
Most banks, if they verify that a charge was indeed fraud, will replace the money, but that process can 

Use strong passphrases.

Use credit, not debit cards.

The more complex the passphrase (multiple digits/letters, with special characters 

such as @, # and %, etc.), the more secure. Don’t use a pet’s name, a hometown or a 

favorite sports team — or anything a stranger could figure out by looking at your social 

media history or other publicly available information. 

Do not use the same passphrase for multiple accounts.Should a criminal successfully 

breach just one account, they will then attempt to use those credentials to attempt to 

access the victim’s other accounts. 

Do not write a passphrase down digitally or on paper. If you can’t remember your 

passwords, explore a password manager, which manages different, complex pass-

words for each account a consumer has across mobile and desktop devices. Howev-

er, make sure to create a complex password to access the password manager itself, 

as that will serve as the gatekeeper for all of your other passwords.

01

02

03
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take months. In the meantime, any transactions made before the fraud that had not already cleared will 
fail, and most businesses will charge the fraud victim a penalty — that they may no longer be able to 
afford — as a result.

Whenever possible, don’t leave behind documents with personal information. In the event of a move or 
relocation, set up mail forwarding so that credit card offers and other sensitive data reach only you and 
your family.

Shred documents with sensitive information.

Virtual private networks (VPNs) have been used in corporate environments for decades. Today, 
however, they are essential for consumers to protect communications, whether on a desktop, laptop or 
a mobile device. VPNs provide a secure encrypted tunnel between the user’s device and a web server 
or an email host. While a VPN does not protect the data on the user’s device, nor that at the recipient’s 
end, it protects data while in transit, which is when most cybercriminals steal sensitive data.

VPNs also deliver a layer of privacy by hiding where the user is located. For example, many VPNs allow 
the user to choose the geography in which they will appear, whether that is another country, state or 
a city. Location ambiguity not only makes it more difficult to connect an individual to their unique and 
specific online profile, but can also help users avoid geographic restrictions on content that would 
otherwise be unavailable to them.

Use a VPN.
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While it can be inconvenient to freeze your credit, this is a great way to prevent identity thieves from 
opening new lines of credit using your SSN. Given that nearly 30 percent of those experiencing identity 
crime are repeat victims, according to the Identity Theft Resource Center’s 2021 Consumer Aftermath 
Report, this is especially recommended for past victims. You can contact any of the three credit 
bureaus and do this for free, and similar to the process with fraud alerts, the one you contact should 
notify the two other bureaus. Each agency accepts freeze requests online, by phone, or by postal mail. 

Freeze your credit.

Online: 

Experian Fraud Center
 

Phone: 

1-888-397-3742

 

By mail, write to:

Experian 

PO Box 9554

Allen, TX 75013

Online: 
Equifax Credit  

Report Services
 

Phone: 

1-800-685-1111

 

By mail, write to:

Equifax Consumer 

Fraud Division,

PO Box 740256,

Atlanta, GA 30374

Online: 

TransUnion Fraud Alerts 

 

Phone: 

1-888-909-8872

 

By mail, write to:

TransUnion 

PO Box 2000

Chester, PA 19016

In the case of a lost wallet, for example, you might be suspicious that identity theft will occur — even 
if it hasn’t, yet. Contact one of the three credit bureaus and ask them to set up a free fraud alert — the 
bureau you contact should notify the two others.

Explore fraud alerts.
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Identity theft insurance helps reimburse victims of identity theft by covering costs for losses and 
working to repair their credit reports. Identity theft insurance — also known as identity theft protection 
at Aura — can help victims regain control of their lives after experiencing identity fraud. 

Fraud can damage your credit score, cost you thousands of dollars, and deprive you of government 
benefits. In the aftermath of identity theft, insurance coverage can bring you some relief. And identity 
theft insurance covers a lot more than you might think.

Get identity theft insurance.

Lost wages

Up to 12 months after your identity is stolen, 
your insurance will cover any time you take 
off from work to resolve issues related to  
the theft. 

Mailing costs

Identity theft insurance covers any costs 
associated with shipping, such as tracking, 
postage, and envelopes.

Child and elderly care

Any care costs (incurred by time spent resolv-
ing your identity theft issues) are covered.

Legal fees

You’ll also get help with transcript costs, 
appeal bonds, court filing fees, and expert 
witnesses or courier fees. Plus, you will be 
covered for any fees brought against you by a 
creditor or collection agency.

Loan reapplication fees

You are covered for costs incurred for re-
filling applications for loans, grants, or other 
previously denied credit as a result of  
identity fraud.

Replacing identification documents

The insurance company will cover the costs 
of replacing ID cards, driver’s licenses,  
and passports.

Notary fees

Your policy will also cover any fees associated 
with verifying important documents or 
notarizing affidavits through a notary service.

Phone bills

The costs of long distance phone calls or text 
messages incurred as a result of identity theft 
are covered

Credit monitoring services

Your insurance will cover costs for requesting 
credit reports or enacting a credit freeze  
or thaw.

Public records searches

Your policy will cover any costs associated 
with scouring public documents. Private 
investigator fees are also included, but your 
insurer will have to approve this first.

Dark Web searches

Performing a Dark Web search — to ensure 
that your personally identifiable information 
(PII) is not compromised — is also covered.
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A variety of insurance providers offer different coverage options so that customers can choose the 
plan that best suits their needs. Aura, for example, offers $1 million in insurance coverage per person 
regardless of whether the policy is for an individual, a couple, or a family. Aura offers coverage for:

• Aggregate limit of insurance: $1,000,000 per policy period
• Lost wages: $2,000 per week, for a maximum of five weeks
• Travel expenses: $1,000 per policy period
• Eldercare, spousal care, and child care: $2,000 per policy period
• Certified public accountant costs: $1,000 per policy period

LifeLock is another popular identity theft insurance provider which offers several levels of coverage, 
ranging from $25,000 to $1,000,000 per year.

IdentityForce, another provider, also offers $1 million identity theft policies that cover out-of-pocket 
expenses and lost wages. 

Note that identity theft insurance reimburses victims for their expenses in the identity restoration 
process. Direct financial losses incurred as a result of the theft are not insured.

At Aura, we understand firsthand how daunting it can be to take control of your digital life. That’s why 
we created easy-to-use, all-in-one digital security protection to keep you and your family’s personal 
information, devices, and finances safe from online threats. 

It combines everything you need to proactively control your digital lives — credit monitoring, lost 
wallet recovery, password managers, antivirus, VPN, multi-device protection, and monitors financial 
transactions, bank accounts, SSN, the dark web, home and title use, and criminal and court records to 
keep your finances and your identity safe and secure. And in the event of an issue, Aura’s U.S.-based 
customer service team is available to help you resolve problems 24/7. This is all backed by a $1 million 
dollar identity theft insurance policy for eligible losses for every Aura customer.

Consider all-in-one protection.

Can’t decide which plan is right for you? Check out our comparison of Aura vs. LifeLock, 
here — and remember, that Aura offers a 25% off discount for adults over 60. 
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Aura’s Guide to Consumer Online Safety offers additional information about other types of cyberattacks 
affecting families, how to prevent them, and offers other suggestions for securing your lives — online 
and off. 

And visit aura.com/XXX for more information about how you can protect yourself or your aging loved 
ones from identity theft and fraud, including how to access Aura’s senior discount.
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The description herein is a summary and intended for informational purposes only and does not include all terms, conditions 

and exclusions of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. 

Coverage may not be available in all jurisdictions.

* ath Power Consulting, 2018
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Check out other resources.
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